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Abstract

This paper describes some of the many-faceted technoltigieare known as
the Grid. These technologies have been used create disttipplications and
data services in a secure manner.

With existing Grid software, several milestones have beached. However,
most of the applications that run on production Grids argeqspecialised and
require a lot of expertise to set up, run and maintain. Inphijser, we design and
implement an easy, generic framework for resource, seanckdata description
directory, and a present a user interface prototype for it.

In this framework, the user is not using “computer prograinghe traditional
way, there are only services and data that the services caipuatate for the user.

Keywords: Grid, Grid services, virtual organizations.

Introduction

As Foster et al. state in [FKNTO04], “Grid systems and appides aim to integrate, vir-
tualize, and manage resources and services within distdbheterogeneous, dynamic

'virtual organizations’.” Catlett in [Cat03] divides Grilstems into three generations.
The first generation involved local "metacomputers” wittsibaservices such as dis-
tributed file systems and site-wide single sign-on. It wasoygrogrammers to provide
distributed applications using these and custom commtiaicprotocols. The second
generation Grids such as I-WAY [DFEB6], Legion [GW97] and Condor [LLM88]
created software services and communications protocatsctiuld be used as a ba-
sis for developing distributed applications and servickss, however, obvious that
these new bundles of services and protocols (later call@ir@iddlewares) were mu-
tually incompatible. Catlett sees the third generatiord&to be based on compatible
technologies and architectures, featuring Open Grid Serichitecture (OGSA, see
[FKNTO4]).

With second generation Grid Systems, the concept of job gemant is perva-

sive: the user designs a job description that declares tieting and data resources
needed, and a system known as the resource broker uses samsédeeto find an “end
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Figure 1: A general architecture of a typical second gei@r&rid

point” where the job can be run. After a (hopefully) succabsbmpletion, the results
of the job are stored and the user is notified. As an examplesetand generation
Grid system, we consider Condor-G'82], a combination of Condor batch job man-
agement system and Globus Toolkit (see [FK97]). A simplifielv of such a system
is shown in Figure 1. There, the resources (storage, compptiwer) register their
capabilities in a resource information directory. The usho wants to utilize the re-
sources expresses his request (2) using a job descriptigndge. The resource broker
matches the resources and the request and the job is sendxedged in a “suitable”
location (3). The results are either recovered by the uger(futomatically” written
to the specified location.

However, the main focus of this paper are Grid technologe®hd job submis-
sions. The important concepts to build on are those of Mibganizations; secure
services; resource and service ontologies; and resoutesemice catalogs. As a
novel item of design, we present how to describe data in tle: ¢@ntext and integrate
it with resources and services. Based on these, we presasigndand a prototype
of a service oriented Grid system that emphasises the semanhtata, resources and
services. As far as we know, a coherent, ontological frannkewile this has not been
presented previously, though several of its components baen developed in Grid
projects (see below).

The rest of the paper is organized as follows. In Section 2pmweide a back-



ground to existing Grid systems and discuss hoadoessa known Grid resource and
service. This section can be read as a survey of basic Gheatdmgies. In Section 3
we present how tadescriberesources, services and data; more specifically in Section
3.1 we provide an ontology-based description frameworkdsources, in 3.2 for Grid
services, and in 3.3 for data. The main contribution of tleipgy is presented in Sec-
tion 4, where a unified design of a resource, service and d&etary is presented. In
Section 5 we discuss how a user could intuitively use suclatiigoin of services and
resources.

2 Related work and background

Related work relevant in this context includes Foster anslskbnan’s seminal intro-
ductions to the Grid (and applications) in [FK98, FK03]. Sifieally, Chapter 21,
[SNWNO03a], in the latter, and Chapter 4 of [LBO5] describe $tate of the art of Grid
security technologies; they are used as the backgroundotib8e?.1.

The Open Grid Service Architecture (OGSA) has been predent¢FKNTO04,
KTO05, FK03]. OGSA is based on Semantic Web technologiesudiged in [BLHLO1,
AvHO4]. Among these technologies, the Resource Descripitmmework (RDF)
[W3C04c] and Web Ontology Language (OWL)B4] are World Wide Web Consor-
tium recommendations for the Semantic Web and previoughieghto Grid context
for instance in [PCS03]. Applying Semantic Web technoled@&Grid environments
is commonly known as the Semantic Grid and discussed in RI$S(5].

Grid resource descriptions have been an issue of many studge [KBMO02]. The
resource descriptions are matched with the requirementdsby different brokering
approachesdiscussedin e.g. [YSL0O5, VBWO05]. The conceptidfservices in OGSA
embraces the management of resources as “Resource mamagemé&es” and data
as “Data services” (see [PTF05]). Research related to dsowg Grid resources and
services has been done in e.g. [HDB4, LvS02, TDK03, BGGO03]. However, a specif-
ically data oriented approach is seen in Open Grid Servichifecture - Data Access
and Integration OGSA-DAI [A05b].

2.1 Authentication and authorisation in Grids

Authentication (i.e. user identity verification) and auikation, i.e. deciding whether
the user can have an access to a certain resource are d$seligtaibuted applications.

Authentication and authorisation in Grid relies on publkgy infrastructure (PKI).
The best-known example of its use is Grid security infragtree (GSI) promoted by
the Globus Alliance (see [SNWNO03Db]).

PKIl is a set of protocols, services and standards that fatelithe use of public
key cryptography by allowing the secure distribution of [iikeys between commu-
nicating parties, and thereby supporting the exchangensitaege information over an
unsecured network such as the Internet [Nie02]. PKI usesdigital keys mathe-
matically related: a public key and a corresponding and wmigrivate key. Given a
message, an encryption function (that crypts the messdgenk be easily computed
from the public key X, and X is computed from the private keyXis published, so



that anyone can encrypt messages. If a decryption functibdhnot be easily com-
puted from X without knowledge of K, but readily with knowlgel of K, then only the
person who generated K can decrypt messages (adapted fcOr,[for details, see
[MvOV96)).

In the scope of this paper we discuss PKI as related to dicgtdificates. In order
to do so, we need the concept of digital signature, that weritesfollowing Galwin
and Murphy [GM95]:

“A digital signature for an object is created by hashing thgot with a one-way
hash function and encrypting (signing) the hash value vhighgrivate key component
of a public/private key pair. The signature is verified by geting it with the public
key component to expose the hash value and comparing theexpash value to a
recomputed hash value. If the two hash values match thetsignis [..] considered
valid.”

Currently, X.509 version 3 (recommended by the Internaidrelecommunica-
tions Union (ITU) in [IT97]) is the most commonly used PKI sthard.

A X.509 v3 certificate contains information referring to abfia key, which has
been digitally signed by a Certification Authority (CA). $tiepresented by a document
where the public key is contained — as well as other usefuitifieation information
such as the distinguished name (DN) of the entity it idergjfan expiration date and
the CA's name (see [Nie02]). The certificate assures anjngpyarty (using the public
key) that the associated private key is held by the "corremtiote entity to whom the
certificate was created. An example of a X.509 v3 user cextdits shown in Figure
3. A host certificate that identifies for instance a compwepimewhat different; some
fields of such a certificate are shown in Figure 4. Some fieldthef(self-signed)
NorduGrid CA certificate are shown in Figure 5.

A proxy credential allows entity A to grant to another entythe right for B to
be authorised with others as if it were A (see D@, W"04]). In the context of GSI,
proxy credentials arproxy certificatestypically user proxies (created by the user) or
delegated proxies (created by services, using the useypréxuser proxy contains
both a publicand a private key with a subject of “A/proxy’ together with A's public
key and it is signed by A. A service or other entity receivihg proxy can verify that it
is indeed signed by A. Moreover, through A's public key, ihaeerify that it has been
signed by the CA it claims to be. However, since an interaegso at least theoretically
steal the proxy, its validity is typically limited to 12 ha# The authentication process
is described in Figure 2, adopted from [The04a], [LBO5] ahalb@s GSI source code.
Technically, the method of implementation for carrying the exchange of certificate
information is based on Secure Sockets Layer/Transporeil&gcurity (SSL/TLS)
[ThoO0Q]. The negotiation takes places when the connectiestiablished between the
client and the server.

As obvious in Figure 2, the identity of the host computer isdzhon its IP address
and host name. This can be seen as limitation; a novel apgpazied Host Identity

IMore recent approaches use an unique identifier instead.

2In a typical Unix system case, user proxies are stored inléeyfstem’s /tmp directory with a file name
indicating the user’s id, and they are readable by that udlgr blowever, anyone with super user rights can
steal A's proxy and thus claim to be A. Recent standards astdggons in proxies and thus minimize the
possibility that they are abused (se€ [#]).



e To start the authentication process, A gives B his proxyjfaeate filecontainingthe proxy private and public keys
and A's public key.

e As public key is used to validate the signature on the praedificate.
e The CA's public key is then used to validate the signaturecAxificate.

e Once B has checked out As certificate, B must make sure thaayris the person identified in the certificate:

— B generates a random message and sends it to A, asking A peitcr

A encrypts the message using his private key, and sendskittb&:

B decrypts the message using A's public key.

If this results in the original random message, then B kndwas A is who he says he is.

e The same operation takes place so that A verifies B’s ideritityhis case B has a server certificate instead of a
proxy. Therefore:

— B sends A her certificate, A validates the certificate and sarthallenge message to be encrypted.
— B encrypts the message and sends it back to A, and A decrypid itompares it with the original.

If it matches, then A knows that B is who she says she is.

o Additionally, both parties check that the other party’stifieate is valid. Moreover, A checks that B’s canonical
name (likepcr shi p01. cer n. ch) corresponds with the subject of B's certificate.

Figure 2: A mutual authentication process using a proxyifeete of A and server
certificate of B.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 527 (0x20f)
Signature Al gorithm nu5W t hRSAEncryption
Issuer: O=Grid, O=NorduGid, CN=NorduGid Certification Authority
Validity
Not Before: Feb 11 15:53:21 2004 GMI
Not After : Feb 10 15:53:21 2005 GMI'
Subject: O=Grid, O=NorduGrid, OU=hip.fi, CN=Marko Nii ni meki
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
X509v3 ext ensi ons:
X509v3 Basic Constraints:
CA' FALSE
Net scape Cert Type:
SSL Cient, SIMME
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Enciphernent
Net scape Conment :
OpenSSL Generated Certificate
X509v3 Subj ect Key ldentifier:
34:52: 66: B3: 55: FD: 65: 79: E7: EA: 59: A2: 74: 28: C0: 1E: D7: DD: 17: DB
X509v3 Authority Key ldentifier:
keyi d: 18: 05: CO: FC: 0B: D1: B7: 3A: F4: 65: 92: 09: FB: 59: Al: 5F: C7: 88: C4: FO
Di rName: / O=Gri d/ O=Nor duGi d/ ON=Nor duGri d Certification Authority
serial: 00

X509v3 Subj ect Alternative Nane:

emai | : marko. ni i ni maki @i p. fi
Signature Al gorithm md5WthRSAEncryption

Figure 3: An example of a X.509 user certificate (some fieldbwahues omitted)



Issuer: O=Grid, O=NorduGid, CN=NorduGid Certification Authority
Subject: O=Grid, O=NorduGid, CN=host/pcrship0l.cern.ch

Figure 4: Examples of fields and values in a X.509 host ceatific

Issuer: O=Grid, O=NorduGid, CN=NorduGid Certification Authority
Subject: O=Grid, O=NorduGid, CN=NorduGid Certification Authority
X509v3 ext ensi ons:
X509v3 Basi ¢ Constraints:
CA: TRUE

Figure 5: Examples of fields and values in a X.509 CA certiéicat

Proxy public key

Proxy private key

Proxy creator’s public key

Issuer: O=Grid, O=NorduGid, OU=hip.fi, CN=Marko Niini maki
Validity
Not Before: Nov 18 07:56:23 2004 GMI
Not After : Nov 18 20:01:23 2004 GMr
Subject: O=Gid, O=NorduGid, OU=hip.fi, CN=Marko Niinimaki, CN=proxy

Figure 6: The structure of a proxy certificate and some lifestgpical proxy



Limited proxy public key (signed by proxy public key)
Subject: O=Grid, O=NorduGrid, OU=hip.fi, CN=Marko NiinitkiaCN=proxy, CN=limited proxy

Limited proxy private key

Proxy public key (signed by proxy creator’s public key)
O=Grid, O=NorduGrid, OU=hip.fi, CN=Marko Niinimaki, CN=pxy

Proxy creator’s public key (signed by the CA)
O=Grid, O=NorduGrid, OU=hip.fi, CN=Marko Niinimaki

CA's public key
O=Grid, O=NorduGrid, CN=NorduGrid Certification Authorit

Figure 7: The structure of a delegated proxy certificate

Protocol is discussed in [KGNO5, Kar05a] but to our knowleddnas not been applied
to Grid contexts.

When the client has been authenticated and authorized bsetier, goroxy del-
egationis performed. A delegated proxy file (representing the usetjeated by the
server software. The structure of a delegated proxy is shovaigure 7; for detalils,
see [Wr04, TheO4a]. The benefit of the delegated proxy certificatiesdsthe original
(user’s) proxy, containing the proxy private key is veriftaat not sent to the server.
However, in some approaches like Helsinki Institute of Rés/OpenGrid portal (see
[WNNO3]) the user’s proxy file is transfered quite liberaitybe used by grid services.
A same kind of proxy store is used by MyProxy software (see\\NIL]). The motiva-
tion there is that since data transmissions are encrypigditlikely that the proxy file
will be stolen by a third party during its transfer. This i thpproach we shall use in
our implementation in Section 4, too.

The Grid computing field can be characterized as a colleafometerogeneous
computing resources that are shared by many individual®agahizations. This has
given rise to the concept of “virtual organizations”. A val organization (VO) is
a collection of people in some administrative domain. A isseationship with his
VO is defined by the organization’s internal hierarchy. Tkerucan be a part of any
number of internal groups in their organization and havetipiel roles in many orga-
nizations [ACC 03]. A user is authorised to perform tasks or access ressimdbe
Grid according to their VO affiliation and their role(s) withithe VO. Virtual Organi-
zation Membership Service VOMS is an authentication antiaigation system that
allows the addition of VO information in the user’s proxy. AOWIS system consists
of a user server, a user client, an administration serveraanddministration client
(see [ACC 03)); here it is sufficient to note that a user executes a tcli@ms-proxy-
init” with a parameter specifying the VO (e.g. nordugridhelclient connects to the
server, and the server returns the user’s proxy with theapiate VO information.
The extension as “raw data” and parsed by voms-proxy-indbdsvn in Figure 8.

These tools provide us with rather flexible means of authatitin and authorisa-
tion. With the first versions of Globus middleware, the antieation and authorisation



X509v3 ext ensions:

1.3.6.1.4.1.8005. 100. 100. 5:

....Marko Niinimaki....
....nordugrid://hydra.ii.uib.no:15002
.../ nordugrid/ Rol e=NULL/

voms- proxy-info -all
subject : /O=Gid/ O=NorduGid/ OU=hip.fi/CN=Marko Nii ni maki/ CN=proxy

i ssuer : 1 O=Gid/ O=Nor duGri d/ OU=hi p. fi/CN=Marko Ni i ni maki
identity : /O=Grid/ O=NorduGid/QU=hip.fi/ON=Marko Niinimaki
type . proxy

strength : 512 bits

path . [tnp/ x509up_ul007

tinmeleft : 10:08:13

VO . nordugrid

subject : /O=Grid/ O=NorduGrid/Ou=hip.fi/CN=Marko Nii ni maki
i ssuer . | O=Gri d/ O=Nor duGri d/ CN=host / hydra.ii.uib.no

attribute : /nordugrid/ Rol e=NULL/ Capabi | i t y=NULL
tinmeleft : 10:08:12

Figure 8: Some features of a voms proxy

"/ O=Gri d/ O=Nor duGri d/ OU=hi p. fi / ON=Marko Nii ni meki" marko
Figure 9: An entry in /etc/grid-security/grid-mapfile

process was quite limited; the middleware’s “gatekeepenipgonent gave the user the
right to execute programs as a local user based on entriesgadfic file in the local
(Unix) system, grid-mapfile (see [Theb]). An example of tlsashown in Figure 9.
There, using a client job submission program, the user wpiamsey issuer corresponds
to the given line is allowed to execute his program as userKoia Naturally, the
gatekeeper also verifies that the user’s CA is known.

A more fine-grained approach utilises access control IB®L ). With GridSite
server software (see [McNO5]), several access types (mgdth, execute..) can be
defined, and the access to files is per-directory basis. Ampbain Figure 10 shows
a “.gacl” file that controls access to a directory in the seoaenputer. The first entry
authorises a person for some access types. However, givemily communities, it
would become a burden to maintain such access control endriall potential users.
Entries specifying access for VO members are easier to aiajran entry shown below
would allow the users in VO nordugrid (their membership sigjtoy VOMS server
hydra.ii.uib.no) to read write and list entries in this di@ry.

2.2 Grid middleware and other distributed computing approaches

In general, a distributed computing system can be definkel@zsu and Valduriez in
[OV99]) as a number of autonomous processing elements tadhterconnected by
a computer network and that cooperate in performing theigaed tasks. According
to Ozsu and Valduriez, the issues that are distributed can) edtcessing logic (ii)
functions (iii) data, and (iv) control. Distributing theqessing has been the focus of
several programming packages that allow the programmenhbed efficient paralleli-
sation in the software, e.g. Parallel Virtual Machine PVM&$G"94]). Distribution



<gacl >
<entry>
<per son> <dn>/ O=Gri d/ O=Nor duG i d/ QU=hi p. fi/CN=Mar ko Nii ni maki </ dn> </ per son>
<al | ow><admin/ > <write/> <list/> <exec/> <read/ ></al | ow>
</entry>
<entry>
<vons><vons>/ O=Gri d/ O=Nor duGri d/ CN=host / hydra. ii. ui b. no</ vons>
<vo>nor dugri d</ vo></ voms>
<al | ow><write/ ></al | ow>
<al | ow><list/></al |l ow>
<al | ow><read/ ></ al | ow>
</entry>
</ gacl >

Figure 10: A Grid access control file

according to functions (or functionality) can be seen afyasyy specialised tasks to
resources that are most suited to process them. Matchikg #a&l resources is gen-
erally seen as the task otmokerand implemented for instance as a part of the IXTA
architecture (see [Gon01]), or in a more abstract way in the@on Object Request
Broker Architecture (CORBA, [Vin97]). Data distributioral been researched in the
context of distributed (or federated) database systenes[(3¢99]). The distribution

of control by collaborating software agents has been addceis e.g. [Lan98].

Given all these diverse technologies of distributed comngutone can ask what
is the role of Grid. This, however, can be seen afntéarfaceto distributed data, re-
sources, and services through Grid middleware; or as Gamsitates in [Gri02], “the
objective of Grid middleware is to virtualize resourceg)\ide access, and in general
deal with the physical characteristics of the Grid.” Frora gerspective of accessing
data, resources and services, we see that the definingdedt@rid middleware and
Grid software in general is the use of GSI, discussed in Seil.

3 Grid resources and services

In the context of this paper we consider Grid resources simplanything a Grid user
might be interested in. Grid services are standardized waat published ways of
accessing these resources in the Grid community in questibns, disk space is a
resource, but a Grid method of putting files or records on k, disrecovering them,
is a service. In a similar manner, executing jobs remotely‘isuitable” computer is a
service.

As a simple second generation Grid example, we consider BT [Thea,
The00] protocol and services that utilise it. GSIFTP is aplementation of FTP
(File Transfer Protocol, originally called Bulk Data Tré@sProtocol , see [CLZ85])
such that GSI (see Section 2.1) is used for authenticatidreathorisation. In prac-
tice, GSIFTP works as a client-server program; the Globogept uses a modified
WU-FTP server and NCFTPclient. In practice, the user creates a proxy certificate,

3WU-FTP was developed by the University of Washington, ieeie: / / www. wu- f t pd. or g.
4Seeht t p: // www. ncft p. cont .



grid-proxy-init

Your identity: /O=Grid/ O=Nor duGri d/ QU=hip. fi/CN=Marko Nii ni maki

Enter GRID pass phrase for this identity:

Cre@ting PrOXY oottt ettt e e e e Done

gsincftp gsiftp://pcrship04.cern.ch

NcFTP 3.0.3 (April 15, 2001) by Mke @ eason (ncftp@cftp.con).

Connecting to 137.138.250. 35. ..

Server ready

Logging in...

No need for usernane

Logged in to pcrship04.cern.ch.

Current remote directory is /.

ncftp / > put conpute.sh

conput e. sh: 173.76 kB 51.74 kB/s

ngsub -c pcrship0l.cern.ch -f test.job

Cient niddleware: nordugrid-0.5.33

Submitting xrsl: & executabl e="/bin/echo")

(argument s="trackl1") (j obName="ngt est") (st dout ="st dout")

(execut abl es="conput e. sh") (i nputfil es=("conpute.sh"

"gsiftp://pcrshi p04. cern. ch/ conpute. sh"))

Job submtted with jobid gsiftp://pcrship0l. cern.ch: 2811/ obs/2831111340415291997069207

Figure 11: File transfers and job submissions using ARC

initiates the connection to the server using glsencf t p client program. The mutual
authentication proceeds as in Figure 2.

The NorduGrid consortium’s Advance Resource ConnectoiGAdee [E 06]) is a
second generation Grid middleware that uses the GSIFTBquldor job submissions
in addition to file transfers. A file transfer and a job submoisgo a specific computer
running ARC is shown in Figure 11. There, a user transfersgdibmpute.sh) in a
file server using GSIFTP, and, in another computer, startddhat utilises the file.
In the latter case, the software component (called Grid idanan ARC) collects the
input files, starts the job and supervises its executionaliity to recover input files
is naturally based on the fact that it can use the user’s deddgroxy, as explained in
Section 2.1.

For resource descriptions, ARC uses a system based on lagfttwDirectory
Access Protocol LDAP [HS95] and Monitoring and Discoverys@&yn (MDS, origi-
nally called Metacomputing Directory Service in"[g7], see [Thec]). However, in
[NTNO5b], we have outlined Grid resource description base&esource Description
Framework (RDF) ontologies. In Section 3.1, we provide artskommary. In Sec-
tion 3.2, we concentrate in (third generation) Grid sersid&e assume, naturally, that
access to services is controlled by GSI.

3.1 Grid Resource Descriptions

In [And04] DataTAG’s GLUE project’s goals are described aloivs. “The Glue-
Schema activity aims to define a common conceptual data niodr used for grid
resources monitoring and discovery.” GLUE 1.1 divides @Grtd computing (Comput-
ing Element, CE), storage (Storage Element, SE) and netvw&lightly surprisingly,

10



(Ghae Schema - Computing Elamert)
Harmespace: (hie

wers. 1.1 - 08042003

Info

ComputingElement

-Name : string

-LRMSType : string
-LRMEWersion : string
-GRAMVerion @ string
-HostMame : string
-GatekeeperPort : string
-TotalCPUs: int

State

-Status : string
-Totaldobs @ int
-Runningdobs : int
“WaitingJobs : int
“WorstRezponsaTime :int
-EstimatedResponze Time ¢ int

-FreeCPUs: int

Folicy

-Ma:ialiClockTime :int
-MaxCPUTime : int
-MaxTotaldobs : int
-MaxRunningobs : int
-Priarity : int

Job

-Globalll : string
-Lacalll :sting
-LocalOwner o string
-&lobalOwner : string 0.
-Status : string

-SchedulerSpecific : string

AccessControlBase

-Rule : string [0..7]

-UniquelD : string [key]

-InformationSendcelRL : sting

it
Hosted Semice
P

Cluster

-Name : string
-Uniquell : string feey]
-InformationSendcelRL : sting

b

SubCluster

-Name : string
-UniquelD : string [key]
-InformationSenicelRL : string

Py

partidipating host

e
Host
SMPLoad ProcessorLoad
-Last1Min @ int -LastiMin :int
-LastShin : int -LastShin : int
-Last15Min : int -Last15Min : int

FileSystem

HosteqFileSystam

-Mame : string [key]
-Root: string

-Size :int

-ReadOnly : boslean

0. File

-AvailableSpace :int .-

-Name : string [eey]

-Size :int

-CreationDate : datetime
-Lasthodified : datetime
-Lasthocessed © datetime

-ClockSpeed : int
-InstructionSet : string

-Cachel1 :int
-Cachel1l:int
-Cachel1D :int
-CachelZ :int

-OtherProcessorDescription : string

-Name : string
-Release : string

“Wersion @ string

-MTU Cint
-OutboundIP : boolean

-InboundIP : boolean

-Type :string mount] -Lateney: int
-LifeTime : datetime
o & ctem | LocalFileSystem gl sting
.1 P T
1
Directony < TeCtoTy Tomtains file
exporty e
L
Maintemaorny Device Architecture
Benchmark -RAMSize : int “Nafe sting -PlatformType : string
-5I00 : float -RAMAvailable @ int Type : string -SMPSize :int
-SF00 : float irtualSize @ int -TransferRate : int
-VirtualAwailable @ int|| [ gz, « ot
Biaisis -fudilableSpace :int| 1
Wendor : string Metwoteidapter
-hdodel : string Name : sting
“Wersion :string OperatingSystem || Paddress : string

ApplicationSothware

-RunTimeEnvironment : string[0..7]

Figure 12: GLUE CE description

there is no separate concept of a “principal” (a user, a godwsers or a virtual orga-
nization)® Figure 12 shows GLUE’s CE description in UMitlass diagram format.
GLUE is meticulously mapped into several implementatioesburce presentation
formats, including an LDAP schema and a relational databelsema.
In [NTNO5b], we have created a formal ontological descoiptof GLUE using
the World Wide Web Web Consortium’s Web Ontology LanguagelQWat is based
on RDF (see [B04]). More specifically, with RDF, the most basic method gf-re
resentation is stating that something (a subject) has gpgsty’ (a predicate) whose
value is something (an object, see [W3C04a]). The subjeobpgaty - value triples
can express simple facts about individuals like “this doenh{object) has an author

5The current edition in [A05a] adds a “Access Control Base” element for this purpose.
BUML stands for Unified Modelling Language, see [The03b].
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(property) whose value is N.N.”, but RDF introduces the uddroform Resource lden-
tifiers (URIS) that are used as references in these desuriptd (i) network-accessible
things, such as an electronic document, an image, a senfi@group of other re-
sources; (ii) things that are not network-accessible, saschuman beings, corpora-
tions, and books in print; and (iii) abstract concepts thmhdt physically exist, such
as the concept of a “creator” (see [W3C044a]). Using URI i=fiees, the above expres-
sion could be paraphrased “documketitp: // wi ki . hi p. fi/xm / exanpl e has prop-
erty http://purl.org/dc/el ements/ 1. 1/ creator whose value ishttp://ww.

cs. uta. fi/henkil osto/henkil o.php?ui d=csmani ”. A setof URI references spec-
ified for a specific purpose (e.g. for expressing creatorscaedtion dates of docu-
ments) is commonly refered to as a vocabularium and tecliyiafien presented as
a XML namespace (for details, see [BHL99]). The RDF Schemguage (RDFS,
see [W3C04b]) has been specifically designed for expressiogbularies, and OWL
is an extension of the schema language. RDFS itself has aetobf data modelling
constructs like classes, their sub-classes and propémtiiegions with other classes),
but OWL further extends RDFS by adding restrictions (likeda@ality constraints) to
these constructs; for details, see'[B]. In general, we call a description that uses
OWL constructs a®WL ontologyor OWL schema

The benefit of this presentation is that it allows search atj@rs using high-level
query languages like RQL and RDQL [KA®2, Sea04] instead of implementation
specific LDAP queries. Moreover, the form of expressing ¢hessources can be
matched with service and data descriptions that are exgtessng RDF, too. A part
of this OWL ontology is shown in Figure 13, where “glue” is amespace designed
for presenting GLUE elements. An instance satisfying tbieesa in Figure 14.

The full ontology (the source of the excerpts) is availablétit p: // wi ki . hi p.
fi/xm/ontology/glue.xn.

RDF/OWL descriptions can be queried using RQL, an SQL basedydanguage
and can operate with concepts of RDF and OWL, i.e. classegpepties, etc. The
syntax of RQL reminds SQL with its SELECT, FROM, WHERE clasisEhe example
query in Figure 16 returns all Unix computers. In practide theans that the user can
specify that he wants to execute the job in a computer with i bperating system,
his job description is appended with the query in Figure hé,the answer will contain
computers with Linux OS’s since Linux is Unix (as specifiedrigure 15).

3.2 Grid Service Descriptions

According to Baker et al. in [BAFBO05], the most important ¢standard to emerge
recently is the Open Grid Services Architecture (OGSA) achitfaims to define a com-
mon, standard, and open architecture for Grid-based aiglits.”

As shown in Figure 17, OGSA is a layered approach where “GeidiSes” (OGSA
Services) make use of Web Services. These, in turn, havedsfigred by [W3C04d]
as follows: “A Web service is a software system designed fapstt interoperable
machine-to-machine interaction over a network. It has aerface described in a
machine-processable format (specifically WSDLQther systems interact with the

"WSDL stands for Web Service Description Language.
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<?xm version="1.0"?>
<rdf : RDF
xm ns: protege="http://protege. stanford. edu/ pl ugi ns/ ow / pr ot ege#"
xmins: rdf ="http://ww. w3. org/ 1999/ 02/ 22- r df - synt ax- ns#"
xm ns: rdf s="http:// ww. w3. or g/ 2000/ 01/ r df - schema#"
xm ns:ow ="http://ww. w3. or g/ 2002/ 07/ ol #"
xmns:de="http://purl.org/dc/el ements/1.1/"
xm ns: gl ue="http://wki.hip.fi/xm/ontol ogy/glue.xm"
xm ns: base="http://wiki.hip.fi/xm/ontol ogy/glue.xm"
xm ns="http://wiki.hip.fi/xm/ontology/glue. xn">

<ow : Ol ass rdf: | D="COperatingSystent>
<rdfs: subd assCOf >
<ow : Restriction>
<ow : onProperty>
<ow : Dat at ypeProperty rdf:|D="version"/>
</ ow : onProperty>
<ow :cardinality rdf:datatype="http://ww. w3. org/ 2001/ XM.Schema#i nt "
>1</ow : cardinality>
</ow : Restriction>
</rdfs: subd assCf >
<rdfs: subd assCOf >
<ow : Restriction>
<ow : onProperty>
<ow : Dat at ypeProperty rdf: | D="name"/>
</ ow : onProperty>
<ow :cardinality rdf:datatype="http://ww. w3. org/ 2001/ XM.Schema#i nt "
>1</ow : cardinality>
</ow : Restriction>
</rdfs: subd assCf >
<rdfs: subd assCOf >
<ow : Restriction>
<ow : onProperty>
<ow : Dat at ypeProperty rdf:|1D="rel ease"/>
</ ow : onProperty>
<ow :cardinality rdf:datatype="http://ww. w3. org/ 2001/ XM.Schema#i nt "
>1</ow : cardinality>
</ow : Restriction>
</rdfs: subd assCf >
</ow : C ass>

Figure 13: Excerpts of GLUE CE presented in OWL

<rdf: Description rdf:about ="Li nuxWody" >
<rdf:type rdf:resource="http://wki.hip.fi/xm/ontol ogy/glue.xm #CperatingSystent />
<gl ue: version>"3.0"</ gl ue: versi on>
<gl ue: name>"Li nux" </ gl ue: name>
<gl ue: rel ease>"Debi an" </ gl ue: rel ease>
</rdf: Description>

Figure 14: A part of an instance
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<ow : O ass rdf: I D="Linux">
<rdfs: subC assCf >
<ow : dass rdf:ID="Unix" />
<rdfs: subC assCf >
</ow : O ass>

Figure 15: Stating that Linux is Unix

SELECT ?x
VWHERE (?x <rdf:type> <gl ue: Operati ngSystenp),
(?x <gl ue: name> ?y) AND
(?y eq "Unix")
USING gl ue for <http://wiki.hip.fi/xm/ontology/glue. xm>,
rdf for <http://ww. w3. org/ 1999/ 02/ 22-r df - synt ax- ns#>;

Figure 16: A query retrieving Unix computers

Applications

OGSA Services|

Web Services

Figure 17: The upper layers of OGSA
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<wsdl : definitions target Namespace="https://grid.cs.uta.fi:8443/ Services".
<wsdl : message nane="rdf quer yRequest ">

<wsdl : part name="proxy" type="xsd:string">

<wsdl : document ati on>the secret paraneter.. we need the proxy</wsdl: docunentation>
</wsdl : part>

<wsdl : part name="rdffile" type="xsd:string">

<wsdl : document ati on>The nane of the rdf file to be used. </wsdl: docunmentation>
</wsdl : part>

<wsdl : part nane="queryfile" type="xsd:string">

<wsdl : document ati on>The nane of the query file to be used. </wsdl: docunentation>
</wsdl : part>

</ wsdl : nessage>

<wsdl : message name="rdf quer yResponse">

<wsdl : part name="rdf queryReturn" type="xsd:string">

<wsdl : docunent ati on>an answer to your query</wsdl:docunentation>
</wsdl : part>

</ wsdl : message>

<wsdl : operation name="rdf query" parameterOrder="proxy rdffile queryfile">

<wsdl : docunent ati on>rdf query executes sesame and returns the response</wsdl: docunentati on>
<wsdl : i nput message="inpl : rdf quer yRequest" name="r df quer yRequest" />

<wsdl : out put message="i npl: rdf queryResponse" name="rdf quer yResponse" />

</ wsdl : operation>

Figure 18: Part of the wsdl for an RDF query service

Web service in a manner prescribed by its description ustb§Fs messages, typi-
cally conveyed using HTTP with an XML serialization in congtion with other Web-
related standards.” An example of a WSDL service is showndgare 18.

Web services, however, are built on http/https protocalsahe stateless (see [FG99],
for a description about states and automata in general ge¢AtJ95]). Foster & al
emphasize in [FFG04] that “Even those Web service implementations commoedy d
scribed as stateless frequently allow for the manipulatiostate, i.e., data values that
persist across, and evolve because of, Web service intaractAs an example, Foster
& al mention an online airline reservation system that musintain a state concerning
flight status, reservations made by specific customers ranglystem itself: its current
location, load, and performance. Web service interfacasalow requestors to query
flight status, make reservations, change reservationsstamg manage the reservation
system must provide access to this state. In order to stdizéahe access to systems,
Foster & al propose a Web Service Resource Framework (WSB¥pach. In prac-
tice this approach simply models the resource (like ama&irieservation pool) in a way
that a web service can describe it. Consequently, the rému#se user of the service)
can discover the resource and use standardised operatiqusrty and manipulate the
states. This is the added value of Grid Services, expresséallaws in [The03a]:
“..while Web services successfully implement applicatitrat manage state today, we
need to define conventions for managing state so that afiplisadiscover, inspect,
and interact with stateful resources in standard and iptzable ways.”

Standards for OGSA and WSRF are designed and promoted byldialGsrid
Forum (see e.g. [KTO5], OGSA is a trademark of the Global Gddum).

In our prototype (see Section 4), the service descriptiaquite primitive, mainly
because the services we have developed are so simple thatahée rather exhaus-
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<process: Si npl eProcess rdf: | D="Rdf Process"/>

<groundi ng: WdI | nput MessageMap rdf : | D="wsdl i nput rdf ">

<groundi ng: wsdl MessagePart rdf: datatype="http://ww. w3. or g/ 2001/ XM_.Schenma#anyUR "
>Rdf </ gr oundi ng: wsdl MessagePart >

</ groundi ng: Wd! | nput MessageMap>

<profile:ServiceCategory rdf:ID="Queries">

<rdfs: comment rdf: datatype="http://wwmv. w3. or g/ 2001/ XM.Schema#st ri ng"

>A sinple category for queries</rdfs:coment>

<profile:categoryName rdf: datatype="http://wwv wa. or g/ 2001/ XM_Schema#st ri ng"
>quer i es</ profile: categoryNane>

<profile:code rdf:datatype="http://wwmv. w3. or g/ 2001/ XM.Schema#st ri ng"

>1</profile: code>

</ profile:ServiceCategory>

<groundi ng: W&dl | nput MessageMap rdf : | D="wsdl i nput pr oxy">

<groundi ng: wsdl MessagePart rdf: datatype="http://ww. w3. or g/ 2001/ XM.Schenma#anyURl "
>PROXY</ gr oundi ng: wsdl MessagePart >

Figure 19: Part of the OWL-S instance for an RDF query service

tively described by a category of a service (e.g. “Queriasitj the WSDL operation
description as in Figure 18. We have generated simple mgpgiom WSDL (and
their locations) to OWL-S Web Service ontology language (84BL *03]) to demon-
strate the possibility of using ontology descriptions invéze directories (see Section
4). An example of the OWL-S instance corresponding with th8DA is shown in
Figure 19.

3.3 Data Descriptions

As a missing link between resources and services, we presemtan ontology-based
framework for describing data for distributed applicagoiT his means that for struc-
tured data, the format of the data should be made explicitfNIFNO5a], we have
proposed the following design:

e The data can be distributed and provided by independeriepabut for a data
repository (an XML file or a data base with a query interfaeedlescription of
the format is provided.

e There is an ontology that provides us with canonical namesagpings for each
data repository.

The “data ontology” can be specific or general. It seems @b assert that the
most general ontology for structured data expresses teat tre (named) subjects,
predicates and object as with RDF (see Section 3.1 and [WJL@n the other hand,
domain specific OWL ontologies determine the use of nameatienfclasses and sub-
classes) and their properties in a given domain; an ontoddgpuntries may define
that there is an entity named Country, with the attribut€3-t®de (a string), and Geo-
graphicalLocation (an entity of type Geographical Loaafid-ollowing this example,
each independent data provider can have a country dataliisalmost any find of
structure they like, for as long there is a mapping from tk&iucture to the domain
ontology. A part of a mapping file for a simple data set is shawfigure 20. There,
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<ont ol ogymap dat asour ce="year 1980. xm ">

<tupl e name="trade_dat a/ Fact Row'>

<col um name="val ue" mapcl ass="TradeFact Row' mapproperty="hasMeasure"/>

<col um name="year" mapcl ass="TradeFact Row' mapproperty="hasYear"/>

<col utm nane="product" mapcl ass="TradeFact Row' mapproperty="hasProduct"/>
<col utm nane="ori g" mapcl ass="TradeFact Row' mapproperty="hasExport Country"/>
<col um nane="dest" mapcl ass="TradeFact Row' mapproperty="hasl nport Country"/>
</tupl e>

</ ont ol ogynmap>

Figure 20: An ontology mapping

<?xm version="1.0"?>
<rdf : RDF
xmins:rdf ="http://ww. w3. or g/ 1999/ 02/ 22- r df - synt ax- ns#"
xm ns: xsd="ht t p: / / www. w3. or g/ 2001/ XM_Schema#"
xm ns:rdf s="http://ww. w3. org/ 2000/ 01/ r df - schenma#"
xm ns:ow ="http:// wwv. w3. or g/ 2002/ 07/ owl #"
xmns="http://wki.hip.fi/xnm/data#"
xm :base="http://wiki.hip.fi/xm/data">
<ow : Ontol ogy rdf: about=""/>
<ow : Cl ass rdf: | D="Data">
<rdfs: comment rdf:datatype="http://ww.w3.org/ 2001/ XM.Schena#st ri ng"
>a sinple class for data
</ rdfs: comment >
</ow : Cl ass>
<ow : Dat at ypeProperty rdf: | D="dat a_mappi ng">
<rdfs: domai n rdf:resource="#Data"/ >
</ ow : Dat at ypePr operty>
<ow : Dat at ypeProperty rdf: | D="dat a_ni cknane">
<rdfs: domain rdf:resource="#Data"/ >
</ ow : Dat at ypeProperty>
<ow : Dat at ypeProperty rdf: | D="data_| ocation">
<rdfs: domai n rdf:resource="#Data"/ >
</ ow : Dat at ypeProperty>
</ rdf : RDF>

Figure 21: Data ontology

the column namesal ue, year, product, ori g, anddest are mapped into properties
hasMeasur e, hasYear, hasProduct , hasExport Count ry andhasl! nport Count ry of
classTr adeFact Row in our domain specific OLAP ontology (see [NTNO5a]). A gram-
mar (expressed using XML Schema, see [W3C99]) for ontologpsris provided in
http://wiki.hip.fi/xn/ontol ogy/ ont omappi ng. xsd.2 Technically, transform-
ing the data into a domain specific ontology is carried outgiiie ontology maps and
the XSLT transformation language stylesheets (see [C)a99]

In practice, a data source could be seen as a data producingesend described
the same way as services in Section 3.2. However, given thaameed of domain
ontology mapping, we have provided a simple data ontologn& shown in Figure
21.

8]t should be noted that the grammar allows a “conversiomitatte used for instance in converting Euros
to US dollars. This is not used in our case since all the coyrealues are expressed in USD.
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4 Application: Resource, Service and Data Directories

Interestingly, Baker et al. in [BAFBO5] have little to sayah finding services in
the Grid. However, there are several tools available foa @aid service directories.
For data directories, file replica catalogs like Globus RepCatalog ([$02]), Globus
Replica Location Service ([@4]), European Data Grid's Reptor ([GKID2]) and
EGEE’S Fireman [EJO5] have been successfull in high energy phyiits. How-
ever, these directories typically allow only mappings kestw nicknames (“logical
filenames”) and several locations of the file (“physical fderes”). The OGSA-DAI
(Open Grid Service Architecture - Data Access Interfacesjept has worked for a
generic Grid database access (see e.g0Bb)).

Service directories include the Universal Descriptionsdavery, and Integration
protocol UDDI (see [Kre01]). As described in [LBO5], UDDI & industry standard
for service registration and publication. A service pr@ridses UDDI to advertise the
services (as WSDL description) that it makes available. iantluses UDDI to find
the appropriate services for its purposes. The “yellow pagdgormation in UDDI
allows organising the services in various categories. Giese properties, UDDI
would work well as a Grid service directory, but apparenttid@ystems do not usually
employ UDDI (see, however [BB®5]), nor do UDDI solutions normally use GSI
authentication and authorisation.

There are other, profoundly Grid style, approaches to theesaroblem, for in-
stance Globus’ Monitoring and Discovery System (MDS) andCARRuntime Envi-
ronments (see [The04b]). In the latter framework, the seryrovider prepares an
environment for the application. These environments htvedardized names, for in-
stance “APPS/GRAPH/POVRAY-3.6". The service providereirs the initialization
scripts of such an environment in a directory where the lodakrmation system dis-
covers it, and declares that it is available (for details, [®n04]). However, the user
is supposed to know (or to look up) the standartised namederdo request it for his
job.

In our design, the directory contains pointers to desanystiof resources, services
and data. They are currently not registered automaticalth¢ directory; instead, a
user interface for their registration and use is provided.

The basic architecture for the system is shown in Figure 2Rerd, services in
a GSl-enabled server are expressed in WDSL as in Figure 18y @ie registered
(1) in the Grid service directory as pairs of the operation, (i this caseht t ps:
I/grid.cs.uta.fi: 8443/ Servi ces#rdf query; the parameters, this case proxy, rdf-
file, queryfile) and the description of the operation. Witk thient, the user can store
files (or other data sources, described using the ontolo§jgefre 21) in GSl-enabled
file storages and register tuples consisting of the file na@&gription and a nickname
in the directory (2). The user can, too, query files and sesvimy nickname in the
directory. If the user wants to run a service, he queries trectbry by the client
and receives a group of service names (3,4). He selects thieessbe wants and is
prompted for the parameters by the client. The service d#il thhe parameters is sent
to the Grid server by the client (5). The server recovers ths fjiven as parameters

9EGEE is a European Union funded Grid project. The acronymdstéor Enabling Grids for E-science.
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Figure 22: Architecture

(6) and the results are returned to the user (7).

As an example, we consider thdf query service of Figure 18. The implemen-
tation is related to on-demand OLAPcube construction methodology presented in
[NTNO5a]. Our aim is to support the construction as effidieas possible under some
limiting circumstances, namely that

e The data to be queried is divided into mutually exclusivesfile
e The data in each of the files conforms with our RDF ontology.

e Each of the data files can be queried independently (a coaseguof the pre-
vious items) and the results can be combined mechanica#iyfile that can be
further processed for loading into an OLAP database.

The data in question represents world trade of all types oflyects between all
countries during the 1980’s. Our example RDQL query (in Fég24) recovers tuples
( value of trade, exporting country, importing country, pot) the main group of
product, yean such that the importing country is France, the exportingntguis
Finland and the product’'s main group is wood industry relat&e have implemented
the query facility using Sesame RDF engine [BKvHO02]. Sesaperformance is most
satisfactory, but complex queries with large input datavary demanding. We were
unable to run the query using a data source that combindwatput (about 5 million
RDF-lines). However, using a source file representing oreg gé trade, the result
can be computed in about 30 minutésTher df query operation is mainly a simple
wrapper for Sesame such that it transfers the query and fitpinto a local “staging

100 AP stands for On-Line Analytic Processing.
11\We utilized a double processor AMD Opteron at 1400 MHz, 2 GBVRA
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universe = java
execut abl e = x. cl ass
argunents = x --query y --data z

out put = job. out
error = job.err
transfer_input_files = x.class, y, z, ..
jar_files = ..
when_to_transfer_output = ONEXIT
log = job.log
queue
Figure 23: A Condor job submission file
area” and executes the query by calling Sesame. In additigast launching the

command the service software runs itin alocal cluster. Gosdftware (see [LLM88])
has been used for local distributed computing inside thetetuFigure 23 presents the
command file that the service launches for Java program “&i parameters “—query
y —data z".

Ther df query service is declared in a service and data directory thatthamin
interface for storing and retrieving information. All treesperations are WSDL service

calls.

For communication with the directory, the followiogerations are provided (we

omit the WSDL for brevity):

send_and_register file(string buffer, string filenane, int part,
int allparts, stringnickname, stringdescription): sends a potentially
very large file in many pieces. The nickname must be unique.

regi ster_url(stringurl, stringnick, stringcategory, stringdescription):
for registering and describing external files and services.

get _url _by nick(string nick): returns an url that matches the nickname.

get _by description(string searchstring): returns files or services that
match the description.

get _by category(string searchstring): returns services that match the
category.

get categories(): returns the categories of services.

The user uploads the data files, and defines their nick namassihg thesend_
and_register_file operation. In our example, each of the files representing one
year of trade between all countries has been uploaded withnmames “trade1980”,
“trade1981” etc. The query file, shown in Figure 24 is, likesyiuploaded with a nick
name “g6”. The user then proceeds to search the service @udtes it as in Figure
25. There, the user’s proxy file is transfered automaticatlg it is used by the server
to transfer the filed?

12This implementation should be replaced by a proper proxggition (see Section 2.1) or a MyProxy
server [NTWO01] in the future.
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sel ect ?value, ?ecountry, ?icountry
?product, ?mmingroup, ?year

where (?product rdf:type schema: Product)

(?fr rdf:type schema: Fact Row)

(?product schema: hasMai nG oup ?mai ngroup)
(?ecountry rdf:type schema: Country)
(?icountry rdf:type schema: Country)
(?fr schema: hasExport Country ?ecountry)
(?fr schema: hasl nport Country ?i country)
(?fr schema: hasProduct ?product)

(?fr schema: hasYear ?year)
(?fr schema: hasVal ue ?val ue)

and (?ecountry eq schema: Fl)

and (?icountry eq schema: FR)

and (?mai ngroup eq schema: P2)

using schema for

<http://wiki.hip.fi/xm/ontology/olap.ow #>

Figure 24: A query file

perl register.p
- query by a description
- register afile
- query by nick
- register a service
- run a service
- get service categories
Pl ease enter a number (1,2,3,4,56) and hit enter. Anything else to quit
5
Pl ease enter a string in the service description: rdf
1: service: http://grid.cs.uta.fi:8080/Services.wsdl #rdf query(PROXY, rdf, query) description: rdf query
Pl ease enter the number of the service
1
Pl ease sel ect input for paraneter rdf
Pl ease enter a nick: tradel982
Pl ease select input for paraneter query
Pl ease enter a nick: g6
If you want to save the response in a file, enter filenane, otherw se enter.
tradel982res. xm

Ul wN P

Figure 25: Client execution

By starting several client programs, the user can execetguleries for each year
in parallel. The results can be recovered and combined bygke (or another Grid
service).

Several improvements are being planned in the system. @lyrthe system does
not make a proper difference between a service (edfquery) and a resource that
provides (e.g. computer grid.cs.uta.fi acting as a frontadradcluster). Implementing
this will provide a natural framework for a more intelliggesource broker that unifies
the technologies of resource and service description aubatry as follows:

e The user finds a service that he wants to execute (and hagttie 1o use) as in
Figure 25.

e There can be several instances of the service provided feyelit resources, or
the service can be “unbound”, i.e. a set of Java classes dindb& executed in
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any resource providing a suitable Java environment, enpratessing capacity
and disk space etc.

e Based on the location or requirements of the service (egptkeas an instance
of the service ontology), the resource information (expeesas instances of the
resource ontology) and the location of the data, the resobroker finds an
optimal place to run the service.

e The service is run and the results stored for further pracgss returned to the
client.

The brokering mechanism should take into account that s@nédces are data
intensive and it is profitable to carry out the computatiorclase to the data source
as possible; this is the approach used, for example in Col (see [KNWNO4]).
On the other hand, some services are CPU intensive and usenorimal amounts of
data. Broker designs in general are discussed in e.g. [YSYB®/05].

5 Conclusions and future work: A flexible client for se-
mantic Grid computing

In this paper we have discussed Grid technologies includitentication and autho-
risation; ontology-based Grid resource and service detsan; and designed a frame-
work and a prototype for finding and using services in the Grid

The framework described here allows the possibility of tngauser interfaces
where the user can interactively select the data and thé&edhat operates the data.
The services utilize authentication and authorisatiosdigsed in Section 2.1) in two
ways. On one hand, the service directory can be customissbte certain services to
authorised users only. On the other hand, the service ingil&ations themselves are
accessible to users based on their Grid identities (proljestior virtual organization
membership).

The design is based on the client in Section 4 and the desi@ridBlocks software
in [KNWNO4]. We find this approach very user friendly and e&synderstand for
Grid newcomers, too. The Grid resources and services présanselves to the user
in a manner that would enable to user to ignore quite a martyeateichnical concepts
in conventional computing. For instance, the user wouldnead to know where the
data and services are. Putting it even more radically, teeasn forget the concept of
“computer program”; he can operate completely on the lef’data and services that
process data.

Figure 26 shows the basic user interface, and its variana fmobile phone (see
[Kar05h]). The basic user interface (in the process of dgwakent) can be used in the
following way:

e The user creates a proxy certificate using the buttons ingpernrow.

e The editing area provides the user with basic word procgssapabilities and
“placeholders” of Grid services and data. The data and es\are accessible to
the user by pressing the right hand side mouse button.
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With the click of the mouse button, a context menu of serviseshown to the
user. There, the client contacts the service directory andvers the services
that are accessible to the user. The services are groupategaries.

The user browses the services by category or searches thkeey mords. Once
the user has located a service, he will be prompted for inghe-data that the
service utilises. The user provides the data.

The service with the appropriate data is started in a renestes A placeholder
is created for the results or their visualisation.

The user can either wait for the processing of the computaticave the current
document in a Grid storage server. Either way, once the psirg is finished,
the results are shown in the place of the placeholder.

Your proxy is valid 10h 12min. ‘ Proxy IniL. || Exit |

|
The following frame is a placeholder for the results that are being

calculated. It will be replaced by graphics output once the calculation | SRS '&

is finished. | Grid.

Sem—— v+ [_crd “ex
erice: hitps: / fus . =
Method: graphics-de| Tranflaunns._

Data Julia-setl | Spelling and grammar.

,,,,,,,,,,,,,,,,,, Find similar documents.. 1
0uU £an sawe this document in the Grid Currency and measure convertors..|

Statistical methods..

Yideo rendering..

Graphics demos..

Simulations iology).. ~|
I

|
Session is valid Time left S9m

Figure 26: Agent user interface

GridSite software, that is the basis of our server implemgmnt, also supports https
communication with a web browser. In order to enable this momication, the user
needs to import his certificate in the browser. It should biiced that this is a plain
user certificate (in PKCS format, see [RSA99]) and cannairiparate VOMS or other
proxy extensions. However, the user’s full proxy can be neadglable to the server
using a MyProxy server (see [NTWO1]) or by transfering thexgrto the server by
the client. We have written a client software for our seryptatform using Mozilla
extensions and libraries (see [BKO2]). The libraries enable the client to call WSDL
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functions in the servers, and to format the output for thevses. An example is shown
in Figure 27.

Fle Edt View Go Bookmarks Tools Help

> - & ) [ fleimomerstafiicsmanitmp/simplegrid.ntr ¥| @ Go [J2, citeseer impact

1/16mail - nbox (52) | | hittpsi..printenv | | Haka-pilotit 2006 | Main edit wi... || | wwwalplanet.c...| &
‘Welcome to the Grid. You should see your identity below. You can type in the text area. Pressthe right |
hand si nto

access Grid functions.
=NorduGrid/OU=hip.fi/CN=Marko Niinimaki

to Grid Servi

Search for a service by a keyword

K1} [ Results
18 | http:/grid.cs.uta.fi:8080/Services wsdl#rdfquery(PROXY, rdf,query)rdf query

Figure 27: A Mozilla client
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